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Caedmon Community Primary School

Policy Statement – E Safety

[bookmark: _Toc448745590][bookmark: _Toc448745803][bookmark: _Toc511315099][bookmark: _Toc25747618]Scope of the Policy

This policy applies to all members of Caedmon Primary School (including staff, pupils, volunteers, parents/carers, visitors, community users) who have access to and are users of school digital technology systems, both in and out of school.
The Education and Inspections Act 2006 empowers Headteachers to such extent as is reasonable, to regulate the behaviour of pupils when they are off the school site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of online-bullying or other online safety incidents covered by this policy, which may take place outside of the school, but is linked to membership of the school. The 2011 Education Act increased these powers with regard to the searching for and of electronic devices and the deletion of data. In the case of both acts, action can only be taken over issues covered by the published Behaviour Policy. 
The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and will, where known, inform parents/carers of incidents of inappropriate online safety behaviour that take place out of school.

Good Habits

E-Safety depends on effective practice at a number of levels: 
· [bookmark: _Toc181688010]A planned online safety curriculum should be provided as part of Computing/PHSE/other lessons and should be regularly revisited. 
· Key online safety messages should be reinforced as part of a planned programme of assemblies and tutorial/pastoral activities.
· Pupils should be taught in all lessons to be critically aware of the materials/content they access on-line and be guided to validate the accuracy of information.
· Pupils should be taught to acknowledge the source of information used and to respect copyright when using material accessed on the internet.
· Pupils should be supported in building resilience to radicalisation by providing a safe environment for debating controversial issues and helping them to understand how they can influence and participate in decision-making.  
· Pupils should be helped to understand the need for the pupil acceptable use agreement and encouraged to adopt safe and responsible use both within and outside school.
· Staff should act as good role models in their use of digital technologies, the internet and mobile devices.
· In lessons where internet use is pre-planned, it is best practice that pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches. 
· Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the content of the websites the young people visit. 
· It is accepted that from time to time, for good educational reasons, students may need to research topics (e.g. racism, drugs, discrimination) that would normally result in internet searches being blocked. In such a situation, staff can request that the Technical Staff (or other relevant designated person) can temporarily remove those sites from the filtered list for the period of study. Any request to do so, should be auditable, with clear reasons for the need.

Why is Internet Use Important?

The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to support the professional work of staff and to enhance the school’s management information and administration systems.

Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential element in 21st century life for education, business and social interaction. Access to the Internet is therefore an entitlement for pupils who show a responsible and mature approach to its use. Our school has a duty to provide pupils with quality Internet access 

Pupils will use the Internet outside school and will need to learn how to evaluate Internet information and to take care of their own safety and security.

[bookmark: _Toc181688011]How does Internet Use Benefit Education?

Benefits of using the Internet in education include:
· access to world-wide educational resources including museums and art galleries;
· educational and cultural exchanges between pupils world-wide;
· access to experts in many fields for pupils and staff;
· professional development for staff through access to national developments, educational materials and effective curriculum practice;
· collaboration across support services and professional associations;
· improved access to technical support including remote management of
· networks and automatic system updates;
· exchange of curriculum and administration data with the Local Authority; access to learning wherever and whenever convenient.

[bookmark: _Toc181688012]How can Internet Use Enhance Learning?

· The school Internet access will be designed expressly for pupil use and includes filtering appropriate to the age of pupils. 
· Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. 
· Internet access will be planned to enrich and extend learning activities. 
· Staff should guide pupils in on-line activities that will support learning outcomes planned for the pupils’ age and maturity.
· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.



[bookmark: _Toc181688013]Authorised Internet Access

· The school will maintain a current record of all staff and pupils who are granted Internet access.
· No devices can be granted access to the school network without permission from Headteacher
· All staff must read the ‘Acceptable Internet Use Agreement’ before using any school ICT resource.
· Parents will be informed that pupils will be provided with supervised Internet access. 

[bookmark: _Toc181688014]World Wide Web

· If staff or pupils discover unsuitable sites, the URL (address), time, content must be reported to the Local Authority helpdesk via the e-safety coordinator or network manager.
· School will ensure that the use of Internet derived materials by pupils and staff complies with copyright law.
· Pupils should be taught to be critically aware of the materials they are shown and how to validate information before accepting its accuracy.

[bookmark: _Toc181688015]Email

· Pupils may only use approved e-mail accounts on the school system.
· Pupils must immediately tell a teacher if they receive offensive e-mail.
· Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission.
· Whole class or group e-mail addresses should be used in school.
· Access in school to external personal e-mail accounts may be blocked.
· E-mail sent to external organisations should be written carefully and authorised before sending, in the same way as a letter written on school headed paper.
· The forwarding of chain letters is not permitted.
[bookmark: _Toc181688016]
Social Networking

· Schools should block/filter access to social networking sites and newsgroups unless a specific use is approved.
· Pupils and parents are advised to abide to age restrictions of social media apps/sites.
· Pupils will be advised never to give out personal details of any kind which may identify them or their location
· Pupils should be advised not to place personal photos on any social network space. 
· Pupils should be advised on security and encouraged to set passwords, deny access to unknown individuals and instructed how to block unwanted communications. 
· Pupils should be encouraged to invite known friends only and deny access to others.
· Staff are advised not to have access to any accounts of pupils and parents within their own personal accounts.

[bookmark: _Toc181688017]Filtering

The school will work in partnership with the Local Authority, Becta and the Internet Service Provider to ensure filtering systems are as effective as possible.


[bookmark: _Toc181688019]Managing Emerging Technologies

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.
· Mobile phones will not be used for personal use during lessons or formal school time. The sending of abusive or inappropriate text messages is forbidden.

[bookmark: _Toc181688020]Published Content and the School Web Site

· The contact details on the website should be the school address, e-mail and telephone number. Staff or pupils personal information will not be published. 
· The Headteacher or nominee will take overall editorial responsibility and ensure that content is accurate and appropriate. 

[bookmark: _Toc181688021]Publishing Pupils’ Images and Work 

· Photographs that include pupils will be selected carefully and will not enable individual pupils to be clearly identified.  
· Pupils’ full names will not be used anywhere on the website or Blog, particularly in association with photographs.
· Written permission from parents or carers will be obtained before photographs of pupils are published on the school website.
· Work can only be published with the permission of the pupil and parents. 
· Class teachers will have a list of which children have permission to have photographs published online and should keep this stored securely in their classroom. Admin staff will also have access to this digitally. This will be securely stored within the school database.
· It is the responsibility of staff to interact and check this list before sharing any content of children via social media.

[bookmark: _Toc181688022]Information System Security

· School ICT systems capacity and security will be reviewed regularly. 
· Virus protection will be installed and updated regularly.
· Security strategies will be discussed with the Local Authority.

[bookmark: _Toc181688023]Protecting Personal Data

Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 2018. 


[bookmark: _Toc181688024]Assessing Risks

· The school will take all reasonable precautions to prevent access to inappropriate material. However, due to the international scale and linked Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. 
· The school should audit ICT use to establish if the e-safety policy is adequate and that the implementation of the e-safety policy is appropriate. 

[bookmark: _Toc181688025]Handling e-safety Complaints 

· Complaints of Internet misuse will be dealt with by a senior member of staff and or the Online Safety Lead.
· Any complaint about staff misuse must be referred to the Headteacher.
· Complaints of a child protection nature must be dealt with in accordance with school child protection procedures. All incidents will be recorded via CPOMs.
· Pupils and parents will be informed of the complaints procedure.
· Discussions will be held with the Police Youth Crime Reduction Officer to establish procedures for handling potentially illegal issues.

[bookmark: _Toc181688026]Communication of Policy/Roles & Responsibilities 
[bookmark: _Toc448745593][bookmark: _Toc448745806][bookmark: _Toc511315102][bookmark: _Toc25747621]Headteacher and Senior Leaders
· The Headteacher has a duty of care for ensuring the safety (including online safety) of members of the school community, though the day to day responsibility for online safety will be delegated to the E-Safety Lead.
· The Headteacher and (at least) another member of the Senior Leadership Team should be aware of the procedures to be followed in the event of a serious online safety allegation being made against a member of staff. 
· The Headteacher and Senior Leaders are responsible for ensuring that the E-Safety Lead and other relevant staff receive suitable training to enable them to carry out their online safety roles and to train other colleagues, as relevant.
· The Headteacher and Senior Leaders will ensure that there is a system in place to allow for monitoring and support of those in school who carry out the internal online safety monitoring role. This is to provide a safety net and also support to those colleagues who take on important monitoring roles. 

E-Safety Lead
· Takes day to day responsibility for online safety issues and has a leading role in establishing and reviewing the school online safety policies/documents.
· Ensures that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place. 
· Provides training and advice for staff 
· Liaises with school technical staff
· Receives reports of online safety incidents and creates a log of incidents (CPOMS) to inform future online safety developments 

[bookmark: _Toc181688028]Staff

· They have an up to date awareness of online safety matters and of the current school/academy online safety policy and practices.
· They have read, understood and signed the staff acceptable use policy.
· They report any suspected misuse or problem to the Headteacher/Senior Leader/E-Safety Lead for investigation/action/sanction.
· All digital communications with pupils/parents/carers should be on a professional level and only carried out using official school systems. 
· Online safety issues are embedded in all aspects of the curriculum and other activities. 
· They monitor the use of digital technologies, mobile devices, cameras, etc. in lessons and other school activities (where allowed) and implement current policies with regard to these devices.
· In lessons where internet use is pre-planned pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.

Pupils
· Are responsible for using the school digital technology systems in accordance with the pupil acceptable use agreement. 
· Have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations.
· Need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so.
· Will be expected to know and understand policies on the use of mobile devices and digital cameras. They should also know and understand policies on the taking/use of images and on online-bullying.
· Should understand the importance of adopting good online safety practice when using digital technologies out of school and realise that the school’s online safety policy covers their actions out of school, if related to their membership of the school.


[bookmark: _Toc448745618][bookmark: _Toc448745831][bookmark: _Toc511315124][bookmark: _Toc29910039][bookmark: _Toc29910838]Illegal Incidents 

If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there is any other suspected illegal activity, refer to the right hand side of the Flowchart (below) for responding to online safety incidents and report immediately to the police. 
Isolate the computer in question as best you can. Any change to its state may hinder a later police investigation.
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